
PENNSYLVANIA STATE POLICE 

DEPARTMENT HEADQUARTERS 
1800 ELMERTON AVENUE 
HARRISBURG, PENNSYLVANIA 17110 


Mailing Date: July 1,2019 


Emma Best 

MuckRock News 

DEPT MR 75666 

411A Highland Avenue 

Somerville, Massachusetts 02144-2516 


PSP/RTKL Request N° 2019-0668 


Dear Ms. Best: 

On June 24 2019, the Pennsylvania State Police (PSP) received your request 
for information pursuant to the Pennsylvania Rrght-to-Know Law (RTKL), 65 ■ • §§ 

67.101 - 3104, wherein you state: 

Pursuant to the Pennsylvania Right to Know Act, I hereby request the following 
records: 

Hackers ^ Police «> Protest Perceived injustices," as well as records othenw.se 
responding or reacting to the issues raised in it. 

I am a member of the news media and request classification as such. I have 
People'Unicom Riot and the Outline, among others. As such, as I have a reasonable 
non-profits such as the library Internet Archive and the JoumaM non-pro d MuckRock, 

Under the RTKL, a written response to your request is due on or before July 
1, 2019. 


An Internationally Accredited Law Enforcement Agency 




Under the provisions 

S7u q iylV S 2oT9 9 in V, roh to resend 

additional time for a final response is 

checked below: 

„ Compliance with your request may require the redaction of certain information that is 
not subject to access under RTKL. 

„ Your request requires retrieval of one or more records that are stored at a remote 
location. 

„ A response by the mailing date of this letter could not be accomplished due to bona 

„ You^equesr'i^unto^arrevtewTwhicfni^necessaq^^o determine whether a 
requested record is a “public record” for purposes of the RTKL. 

„ Your compliance with the following agency policies is required for access to the 
record(s): ----- 


□ You must pay the applicable fees authorized by the RTKL. 

X The extent or nature of the request precludes a response within the required time 
period. 

Should you have any questions regarding this letter, please contact the 
undersigned. 


Sincerely yours, 



William A. Rozier,\J.D. 

Agency Open Records Officer 
Pennsylvania State Police 
Bureau of Records and Identification 
Right-to-Know Law/Subpoena Section 
1800 Elmerton Ave. 

Harrisburg, PA 17110 

RA-psprighttoknow@pa.gov 

Office: 1.877.785.7771 Fax: 717.525.5795 


Enclosure: Request 2019-0668 






From: 

Sent: 

To: 

Subject: 

Attachments: 


75666-860177B6@requests.muckrock.com 

Friday, June 21, 2019 1:13 PM 

SP PSP RIGHT TO KNOW x _ .. . 

[External] Pennsylvania Right to Know Act Request: Criminal Hackers Target Police to 

Protest Perceived Injustices (Pennsylvania State Police) 

DHS-FBI-HackersTargetPolice.pdf; PA_Right_to_Know_Request_Form.pdf 


ATTENTION' This email message is from an external sender. Do not open links or attachments from unknown sources. To 
ZonZcZl email forward the message as on attachment to CWOPA_SPAM@ipa.gou. 

35 

<=* rc 

«■' — j 

Pennsylvania State Police 

RTK Office § 

1800 Elmerton Avenue ro 

Harrisburg, PA 17110 jr 

> rr fT| 

CZT>r C3I 

June 21, 2019 <£• — t 0 

cn 23 

To Whom It May Concern: 00 £> 

Pursuant to the Pennsylvania Right to Know Act, I hereby request the following records: 

Records mentioning, describing or generated as a result of the f of Home^an^Secur^y’s Officeof Weifigence 

======== 

whi,e -» re T h is not limi,ed to thls ' a ereat deal of lncludine 

this, focuses on the activities and attitudes of the government itse . 

As my primary purpose is to inform about government activities by reporting on it and making the raw data available, I 
request that fees be waived. 

The requested documehts will be made available to the gerreral public, and this request is not being made for 
commercial purposes. 

.. 

Thank you in advance for your anticipated cooperation in this matter. I look forward to receiving your response to this 
request within 5 business days, as the statute requires. 


Sincerely, 


l 



Emma Best 


Filed via MuckRock.com 

E-mail (Preferred): 75666-86017736@requests.muckrock.com 

Upload documents directly. /i ri(J in/?npvt-httDS%3A%2F%2Fwww.muckrock.com%2Faccounts%2Flogin%2F 

£“dooming ,o the wrong contact? Something else wrong? Use the above link to let us know. 


For mailed responses, please address (see note). 

MuckRock News 

DEPT MR 75666 

411A Highland Ave 

Somerville, MA 02144-2516 


PLEASE NOTE: This request is no, tiled b, a Mutt* ** ~ “ 25.T 

requester's^name^th^dran "M^ckitock*Niews'' r and r the r department nunrber) requests might be returned as 
undeliverable. 
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UNCLASSIFIED // FOR OFFICIAL USE ONLY 
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ROLL CALL RELEASE 

INTELLIGENCE FOR POLICE, FIRE, EMS, AND SECURITY PERSONNEL 


A - 


> V 


8 May 2015 


(U//FOUO) Criminal Hackers Target Police to Protest Perceived Injustices 


(U//FOUO) Disruptive cyber attacks by criminal hackers primarily 
distributed-denial-of-service (DDoS) attacks—targeting local law enforcement 
websites have increased since August 2014. We judge that this is almost 
certainly a result of the heightened coverage surrounding the alleged use of 
excessive force by law enforcement and an increased focus on incidents of 
perceived police brutality. The primary impact from the majority of these 
attacks has been the temporary disruption of the targeted public-facing web 

» (U//FOUO) In 2014, the Multi-State Information Sharing and Analysis 

Center (MS-ISAC) observed 53 separate incidents of criminal hackers 

conducting cyber operations against state and local entities in response to 
• r _ U\/nnfnrrpmpnt The ma or 


UNCLASSIFIED 



(U) Figure I. Criminal Hackers 
Targeting Police__ 


- w -—-» 

moderate in effect, most frequently resulting in temporary disruption to targeted webs . 

(\ I//FOUO) On the morning of 30 December 2014, unknown criminal hackers disabled a Midwestern police 

(U//FOUO) A criminal hacker using the moniker (at)DigitaShadow claimed respo^ibility °n a US »c>|^a site 

bi,=ro^^^ 

receiving traffic, including 91 I dispatch requests, according to FBI reporting. 

— - (U//FOUO) MS-ISAC Distributed-Denial-of-Service Mitigation Recommendations 

(U) Proactive protections include: 

» fU\ Establish connections with multiple Internet service providers (ISPs) for redundancy, 

» iu! “s,“ ce.,e.„ v— U* <*»“»» <» <« I—*" ” ' P r °” 0 " ) - 

» (U) Conduct rate-limiting of traffic at the network perimeter, and 

» (U) Create backup, remote-site network infrastructure using multiple addressing schemes. 

(U) Reactive protections include: 

vv (\\\ Execute ISP address rotation, _ 

» (U) Block source IP addresses generating DoS traffic at enterprise boundaiy or within ISP infrastructure, an 

» (U) Acquire increased bandwidth capability from the ISP, 

CU//FOUO) See MS-ISAC's “Guide to DDoS Attacks” for additional information: 

http://msisac.cisecurity.org/resources/reports/ documents/GuidetoDDoSAttacks_OOO.pdf. 


(U) Reporting Computer Security Incidents 


or eo to https://forms.us-cert.gov/report/ and 

(U) To report a computer security incident, either contact - | ncident Reporting Syftem provides a secure, web-enabled means of 

complete the US-CERT Incident Reporting defined ^ a vio | ation or imm i n ent threat of violation of computer security policies, 

without the owner’s knowledge, instructio n, or consent ____.-- 

IA-0I8I-I5 

(U) Prepored by the Office of intelligence ond Analysis (l&A). Coordinated with the FBI. This product is Imended to provide cybereecurity oworeness to federal, slots, toco! and prwete sector fret responders in mutters thot 

can affect personnel and network security of their respective orgorcohons. . fetaBe under ^ Fmdm 0 f informal on Act (J US.C 552 ). It is to be 

(U) Warning: This document is UNCLASSIFIED//FOR OFFICIAL USE 0 U 0 inflation and Lot to be released to the public the media or other personnel who do n«h«'°™M 

^ uvs document wkkt aUtfMriZ «l crttico, i^uctune cnef knr resource personnel pnvate 

security officials without further approval from DHS. 

UNCLASSIFIED // FOR OFFICIAL USE ONLY 




